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Enable required Windows components

PRODUCTS: ALL CREATIO PRODUCTS

Make sure that you install the following components on the web server before you create and set up a website:

e Windows components. Note that the Microsoft Visual C++ 2010 component is required.

e Web Server IIS components.

To ensure correct compilation of the application, download and install .NET 6 SDK and .NET Framework SDK v
4.7.2.

Grant permissions to read, create and delete files and subfolders of the
\Terrasoft.WebApp\Terrasoft.Configuration catalog to the user who runs the application poolin IIS.

Download 64-bit .NET 6 SDK

Download 64-bit .NET Framework SDK v 4.7.2

Attention. Production environment for Creatio .NET Framework application requires a Windows Server
0OS. You can deploy application server on Windows 10 only for development and pre-production
environments.

© 2023 Creatio. All rights reserved.


https://dotnet.microsoft.com/en-us/download/dotnet/6.0
https://dotnet.microsoft.com/download/thank-you/net472-developer-pack

Enable required Windows components | 5

Component Component items

Common HTTP Features Static Content
Default Document
HTTP Errors
HTTP Redirection

Application Development ASP.Net
.Net extensibility
ISAP| extensions
ISAPI Filters
WebSocket Protocol

Microsoft .Net framework 3.5.1 Windows Communication
Foundation HTTP Activation

Windows Communication
Foundation Non-HTTP
Activation

Microsoft .Net Framework 4.7 Advanced Services and up (Windows 8, ASP.NET 4.6.2 or 4.7;
Windows 10, Windows Server 2012, Windows Server 2016). WCF services
HTTP Activation

Message Queuing (MSMQ)
Activation

Named Pipe Activation
TCP Activation
TCP Port Sharing

Health and Diagnostics: HTTP Logging
Logging Tools
Request Monitor

Custom Logging

Security Basic Authentication
Request Filtering

IP and Domain Restriction

Enable required Windows Components on Windows Server
2016
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To check the availability of the needed components:

1. Enter the “control panel” in the [ Start ] menu and select the [ Control Panel ] (Fig. 1).

Fig. 1 The [ Control Panel ] section in the [ Start ] menu
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El NVIDIA Control Panel
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2. From the [ Control Panel ], select the [ Turn Windows features on or off ] option (Fig. 2).

Fig. 2 Selecting the [ Turn Windows features on or off ] option

Control Panel - ] X

4~ [EZ » Control Panel LN Search Control Panel el
Adjust your computer's settings View by: Category =

System and Security & User Accounts
Review your computer's status &) Change account type
& View event logs h

Appearance and Personalization

- &

g

Metwork and Internet

. Change the theme
View network status and tasks

B Clock, Language, and Region
/ Hardware .0 nddd 1 9439 9
View devices and rinters ¥ Add a language
‘:ITT (T'Ife' andp - Change input methods
fad e devics Set the time and date

Change date, time, or number formats

I &4

Programs
[] Uninstall a.prcgram Ease of Access
G Turn Windowsg, features on or off N
L\s Let Windows suggest settings
Optimize visual display

3. Inthe [ Add Roles and Features Wizard ], select [ Role-based or feature-based installation 1-[ Next ] (Fig. 3).

Fig. 3 Selecting the role-based installation
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Server Manager * Dashboard @) | P’ Manage ook
B8 [ [ Add Roles and Features Wizard - O X
il
iz A . . DESTINATION SERVER
W& 7 Select installation type
L}
ii H Refore You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
E H = machine, or on an offline virtual hard disk (VHD).
| B Server Selection '® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

< Previgus | | Next :-%J Install

BPA results BPA results

4. Select the destination server from the available server pool and click [ Next ] (Fig. 4).

Fig. 4 Selecting the destination server

© 2023 Creatio. All rights reserved.
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Server Manager * Dashboard @) | P’ Manage ook
B8 [ [ Add Roles and Features Wizard - O X
il
iz A . . DESTINATION SERVER
21 Select destination server
LA
Ng A Before You Begin Select a server or a virtual hard disk on which to install roles and features.
E h Installation Type o) Select a server from the server poal
| E—)I ' Server Salection () Select a virtual hard disk
Server Roles Server Pool
Faaturas
Filter: | |
Name IP Address Cperating System
Hide
Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previgus | | Next:-L\sJ Install

BPA results BPA results

5. Select the Web Server (I1S) role to apply to the selected server. Click [ Next ] (Fig. 5).

Fig. 5 Selecting the Web Server (lIS) role

© 2023 Creatio. All rights reserved.
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-h Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

|| Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
«| DHCP Server (Installed)
[] DNS Server
[] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
+| Hyper-V (Installed)
[] MultiPoint Services
[ Metwork Controller
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remaote Access
[] Remote Desktop Services
[] Valume Activation Services
I ] Windows Deployment Services (Installed)
[ ] Windows Server Essentials Experience
[] Windows Server Update Services

— O x

DESTINATIOM SERVER

Description

Web Server ([I5) provides a reliable,
manageable, and scalable Web
application infrastructure,

< Previous | | Next > !}‘ - Install

6. Click [ Add features 1 (Fig. 6).

Fig. 6 Confirming selected features

© 2023 Creatio. All rights reserved.
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- - L
= Add Roles and Features Wizard — O >

SElect cerver ro | gc DESTINATION SERVER
Fﬁi Add Roles and Features Wizard %

x

Add features that are required for Web Server (lI5)?
ption
The following tools are required to manage this feature, but do not

erver (IIS) provides a reliable,
have to be installed on the same server. (IS p '

eable, and scalable Web
tion infrastructure,

4 Web Server (1I5)
4 Management Tools
[Tools] 115 Management Console

Include management tools (if applicable)

Add FEBW\SQEJ Cancel

< Previous | | MNext > | | Install | | Cancel

7. Select features and click [ Next ] (Fig. 7).

Fig. 7 Selecting features
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-h Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Server Role (1IS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

|| TFTP Client
] VM Shielding Tools for Fabric Management
] WebDAV Redirector
] Windows Biometric Framewark
I |»f| Windows Defender Features (Installed)
] Windows Identity Foundation 3.5
] Windows Internal Database
b [W] Windows PowerShell (2 of 5 installed)
b [] Windows Process Activation Service
] Windows Search Service
+| Windows Server Backup (Installed)
] Windows Server Migration Tools
] Windows Standards-Based Storage Management
] Windows TIFF IFilter
] WinRM IIS Extension
] WINS Server
] Wireless LAN Service
+| WoW64 Support (Installed)
] XPS Viewer

— O x

DESTINATIOM SERVER

Description

.NET Framework 3.5 combines the
power of the .NET Framewerk 2.0
APls with new technologies for
building applicaticns that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous || Next > %

Install

8. Click [ Next ] to finish proceed to the next step ().

Fig. 8 Confirm the web server role

© 2023 Creatio. All rights reserved.
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= Add Roles and Features Wizard — O >
DESTINATION SERVER
Web Server Role (IIS)
Before You Beagin Web servers are computers tha? let you share infurmatior'_u aver th_e Internet, or tI'Trc:ugh intranets an_d
N extranets. The Web Server role includes Internet Information Services (115) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 11S 10,0, ASP.NET, and Windows

Server Selection Communicaticn Foundation.

Server Roles

Features

* The default installation for the Web Server ([15) role includes the installation of role services that
Web Server Role (II5) enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

More information about Web Server IS

| < Previous || Nextk-!}‘

nstall Cancel

9. Make sure that the you have the same components selected as on the picture (Fig. 9).

Fig. 9 Required components
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= Add Roles and Features Wizard — O >

DESTINATIOM SERVER

Select role services

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

Server Selection 4 Web Server provides support for

Server Roles 4 Common HTTP Features HTML Web sites and optional

i Default Documeant support for .&.SP.NET, ASP, and Web

Features Directory Browsing server extensions. You can use the

Web Server Role (IIs) HTTP Errors Web Server to host an intemal or
Static Content external Web site or to provide an
HTTP Redirection environment for developers to

Confirmation [] WebDAV Publishing create Web-based applications.

4 Health and Diagnostics
HTTP Logging
Custom Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
4 Performance
Static Content Compression
Dynamic Content Compression
4 Security
Request Filtering
Basic Authentication
[] Centralized SSL Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
II5 Client Certificate Mapping Authentication
IP and Damain Restrictions
URL Authorization
Windows Authentication
4 Application Development
[] .MET Extensibility 3.5
MET Extensibility 4.6
Application Initialization
[] asp
[] ASP.NET 3.5
ASP.NET 4.6
] cal
ISAP| Extensions
ISAPI Filters
[] Server Side Includes
WebSocket Pratacol
a4 [ ] FTP Server
[ FTP Service
[] FTP Extensibility
4 Management Tools
115 Management Console
4 115 & Management Compatibility
IS 6 Metabase Compatibility
lI5 & Management Console
[ 1S & Scripting Tools
[ 1S 6 WhMI Compatibility
115 Management Scripts and Tools
Management Service

< Previous | | Next > !}‘ | Install | | Cancel

10.Click [ Install 1 (Fig. 10).
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Fig. 10 Confirm installation
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= Add Reles and Features Wizard

Before You Begin
Installation Typs
Server Selection
Server Roles
Features

Web Sarver Role (1IS)

Role Services

Confirmation

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[T Restart the destination server automatically if required

Cptional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

MET Framework 4.6 Features
ASP.NET 4.6

Web Server (1I5)
Web Server
Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Security
Request Filtering
Basic Authentication
Windows Authentication
Cigest Authentication
Client Certificate Mapping Authentication
115 Client Certificate Mapping Authentication
URL Autharization
IP and Domain Restrictions
Application Development
WebSocket Protocol
Application Initialization
NET Extensibility 4.6
ISAPI Extensions
ISAPI Filters
ASPUNET 4.6
Health and Diagnostics
HTTP Logging
Logging Tools
Request Monitor
Tracing
Custom Logging
ODBC Logging

Performance

Export configuration settings
Specify an alternate source path

< Previous

Mext =

- O >
DESTINATION SERVER
[l
W
| instal N | Cancel

11.Reboot the server.
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Enable required Windows Components on Windows 10

To check the availability of the needed components:

1. Enter the “control panel” in the [ Start ] menu and select the [ Control Panel ] (Fig. 1).

Fig. 1 The [ Control Panel ] section in the [ Start ] menu

= 0 e Filters ~
Best match
int
Control Panel
&l Desktop app [s

Search suggestions
2 control - see wab results

Settings

£ Control

2. Select the [ Programs ] option in the opened window (Fig. 2).

Fig. 2 The [ Programs ] menu

[ Control Panel — ] X
4 [EH s Control Panel v @ |'_'~Ee|'-:h Control Panel pe
Adjust your computer's settings View by: Category =

User Accounts

System and Security &
Review your computer's status b.l G Change account type
Save backup copies of your files with File History !
Backup and Restore (Windows 7) EE== . )
Appearance and Personalization
Network and Internet —

View network status and tasks .
I@'ﬂ . _; Clock, Language, and Region

Choose homegroup and sharing opticns -
L Add a language

Change input methods

, [/ Hardware and Sound
']

ﬂ View devices and printers Change date, time, or number formats
Add a device
Ease of Access
s~ Programs Let Windows suggest settings
[] Uninstall a program % Optimize visual display

Get programs
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3. From the [ Programs and Features 1 menu, select the [ Turn Windows features on or off ] option (Fig. 2).

Fig. 3 Selecting the [ Turn Windows features on or off ] option

Programs and Features
['1 Uninstall a program | W9 Turn Windows features on opoff | View installed updates

Run pregrams made for previeus versions of WindowsS_/How to install a program

== Default Programs
% Change default settings for media or devices | Make a file type always epen in a specific program
Set your default programs

&, | Java (32-bit)

4. Select all required components in the [ Windows Features ] window (Fig. 4).

Fig. 4 Selecting Web Server IS and Windows components

Windows Features - O d
Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check box, A
filled box means that only part of the feature is turned on.

MET Framework 3.5 {includes .NET 2.0 and 3.0) A
MET Framework 4.7 Advanced Services
= @ | Internet Information Services

O FTP Server

= Web Management Teols

115 & Management Compatibility

115 Management Console
115 Management Scripts and Teols

KIRRIE

115 Management Service
= World Wide Web Services
Application Development Features
Common HTTP Features
Health and Diagnostics
Performance Features
Security v
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